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• Raise awareness of a new approach to identify, 
prioritize, and communicate machine learning 
risk and safety. 

• Empowers development teams while increasing 
risk transparency to safety reviewers. 

• We see it as a key component of an overall 
safety case. Across industries:
• Automotive, ADAS, Autonomous Vehicles
• Military, Aerospace
• Medical, Pharmaceutical, … 
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Motivation

• ML is non-deterministic and opaque
• Challenges traditional safety analyses
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Several current and upcoming standards: 
• ISO 5469 
• ISO PAS 8800
• UL 4600
• ISO 21448

Highlight the need to systematically ensure 
safety of ML 
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Opportunity Gap: Specific techniques and 
methodologies 

• Holistic: Addresses all ML engineering 
and V&V activities 

• Indicates the needed level of rigor 
• Supports a safety argument 

• Provides sufficient evidence
• Supports the argument that ML 

algorithm is absent unreasonable risk

Gap
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The ML FMEA Template
• PFMEA modified for Machine Learning
• Prepopulated
• Enables ML developers to assess, prioritize, 

and communicate safety risk 
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The ML Pipeline

• There are several popular ML pipelines 
in the literature

• We crafted this one for the paper
• Clear steps
• Clear value addition
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The Process Failure Modes and Effects Analysis

• Established, systematic method to 
identify and mitigate risk

• Originally designed for automotive 
manufacturing processes

• Assesses failures for each process 
step:

• Severity
• Occurrence 
• Detectability

• Identify, prioritize, and manage risk
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The ML FMEA Method

• View the ML Pipeline as a process
• The model is an output of the process
• Method:

1. ML Value Function
2. ML Model Failure mode
3. ML Model Cause
4. ML Best Practice & Mitigation
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The ML FMEA Method

Example 1:  Validate Data
• Verifies that the collected data meets 

quality standards and is suitable for 
analysis 

• Ensures the data is accurate, complete, 
and free from significant errors 
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The ML FMEA Method

Example 1:  Validate Data
• Potential Failure 1: 

Invalid or corrupt data can lead to 
erroneous model training and 
predictions. 

• Possible Mitigation: 
Schema Validation. Enforce data 
structure and type constraints through 
schema definitions. Tools like JSON 
Schema or Apache Avro can automate 
schema validation.
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The ML FMEA Method

Example 2:  Train Model
• Select appropriate algorithms, configuring 

model parameters, and fitting the model to 
the training data 

• Train the model
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The ML FMEA Method

Example 2:  Train Model
• Potential Failure 1: 

Incorrect algorithm selection can lead to poor 
model performance.

• Possible Mitigations:
1. Ensure understanding of the problem that is being 

solved.
2. Clarify and document available data characteristics
3. Employ multiple models using a consistent training 

pipeline and compare using cross-validation. 
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The ML FMEA Method

Example 2:  Train Model
• Potential Failure 2: 

Overfitting or underfitting the data
• Possible Mitigation: 

Cross-Validation. Employ techniques like k-fold 
cross-validation to ensure the model's 
performance is consistent across different data 
subsets. 
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The ML FMEA Method

Example 3:  Deploy Model
• Integrates the trained model into a 

production environment 
• Checks reliability and efficiency
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The ML FMEA Method

Example 3:  Deploy Model
• Potential Failure 1: 

Inadequate infrastructure can lead to 
performance bottlenecks.

• Possible Mitigation: 
Continuous Integration / Continuous 
Deployment (CI/CD). Implement CI/CD 
pipelines to automate the deployment 
process. CI/CD ensures smooth updates 
and minimizes manual errors, preventing 
deployment failures and maintaining model 
consistency. 
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The ML FMEA Method

Example 3:  Deploy Model
• Potential Failure 2: 

Poor monitoring can result in undetected 
performance degradation. 

• Possible Mitigations: 
Logging. Continuously monitor the deployed 
model's performance and log predictions. 
Alerts. Set up alerts and analyze logs to detect 
issues early.  
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The ML FMEA Method
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The ML FMEA: The Template

PFMEA Template Tailored for ML
• Multiple columns common with PFMEA 

template
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The ML FMEA: The Template

PFMEA Template Tailored for ML
• Four columns tailored

1. Pipeline step
2. Potential Failure Mode of the ML Model of 

Interest
3. Potential ML Pipeline Causes
4. Current ML Pipeline Best Practice & Process 

Control
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The ML FMEA: The Template

PFMEA Template Tailored for ML
• Four columns tailored

1. Pipeline step
2. Potential Failure Mode of the ML Model of 

Interest
3. Potential ML Pipeline Causes
4. Current ML Pipeline Best Practice and 

Process Control
• …and populated
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The ML FMEA: The Template

PFMEA Template Tailored for ML
• Four columns tailored

– Pipeline step
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The ML FMEA Template: Open Source

• Available on github.com
• Inviting the community to use and improve 

the template.  Across industries!  
• Start here:
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Discussion: The ML FMEA

Limitations
• Not a stand-alone tool
• Part of a comprehensive safety management system 

and safety case
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Discussion: The ML FMEA

Template Benefits
1. Provides a systematic way of identifying and 

documenting functional insufficiencies and mitigations 
associated with the ML pipeline 

2. “Checklist” to ensure that no critical steps were 
missed in the ML pipeline development
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Template Benefits
3. Identify steps in the ML pipeline that could have the 

highest impact on safety risk
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Template Benefits
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4. Serve as important evidence artifact supporting a 

safety case claim that the ML pipeline was developed 
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Template Benefits
3. Identify steps in the ML pipeline that could have the 

highest impact on safety risk
4. Serve as important evidence artifact supporting a 

safety case claim that the ML pipeline was developed 
with the highest level of rigor

5. Enables a common language between ML 
development teams and safety assessors
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Discussion: The ML FMEA
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FUTURE WORK
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Future Work: The ML FMEA

• Conceptual -> Applied
• Open Source Community 

improvements!
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Summary

The ML FMEA Method  
1. Analyzes safety risk at each stage of the ML 

pipeline.  
2. Based upon proven failure mode analysis and 

ML methods  
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Summary

The ML FMEA Template
1. Connects ML development pipeline failure 

modes with machine learning best practices 
as mitigations

2. Enables ML developers to assess, prioritize, 
and communicate safety risk 

3. Empowers safety assessors to ask the right 
questions
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Summary
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• For ML in safety critical applications:
• Automotive, ADAS, Autonomous Vehicles
• Military, Aerospace
• Medical, Pharmaceutical, … 
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Thank you!
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